Annual 47 C.F.R §64.2009(e) CPNI Certification

EB Docket 06-36

Annual §64.2009(e) Certification f@018

Datefiled: March 12019

Name ofcompary covered bythis certification: VIP Communications, Inc.
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Name ofsignatory: GrahamMilne

Title of signabry: President

[, Graham Milne, certify that | aranofficer ofthe companynamedabove, and actings
anagentof the companythat have personal knowledye that the company has established
operatingprocedures thatre adequatto ensure compliance with this Commissio@BN rules.
See 47C.F.R. § 64001et seq.

Attached to this certification is an accompanyingtatenent exgaining how the
company's procedures ensure thla® company is incompliance with therequiremensg
(including thosemandatingthe adoption of CPNI procedures training, recordkeepingnd
supervisoryreview) sefforth in sedion 64.2001 et seq. of the Commission's rules.

The companyhas mt taken any action§.e. procedingsinstituted or petitionsfiled by a
compaly at either stde commissionsthe court system, or at the Comnisdon) againstdata
brokers inthe past year.

The compmny has not receivedcustoner complaints in the past year concerning the
unauthorizedeleaseof CPNI.

The company represents and warrants that the atxnication is consistent with 47
C.F.R. 8 1.17 whiclnequires truthful and accurate statements to tharfission. The company
also acknowledges that false statemeatsl misrepresentations to the Commission are
punishable under Title 18 of the®J) Code and may subject it éamforcement actian

Signed:
Graham Milne
President
VIP Communications, Inc.




VIP Communications, Inc. policy for the protection and handling of Customer

Proprietary Networ k Information (CPNI)

1. Safeguarding CPNI
VIP Communicationdnc. (“VIP") recognizes the importaneand legal obligation of
safeguarding CPNhformation.

1.1

1.2

1.3

1.4

15

1.6

1.7

1.8

1.9

1.10

All customers are requiretd establish @ustomer passwordCustomers aralso
given anopportunity tosetup two securitguestions upon logging or callinginto
the customeservice centeif the securityquestions are not alreadgtup.

If acustomer fails to entertheir correctpasswordwhen tryingto accesgheir VIP
account onlingthey areprompted tocall customer service for assistance. Customers
are also providecnoption to use our password recoverystem.

If they selectto use the passwonecovery gstem,they arerequired toentertheir
accountnumberor their last name and registered telephone numiiery arethen
prompted to answewo securityquestionsThe account passwoiid then
automatically resetio a temporary password and @amail confirmingthe new
temporary password gentto theemal addressve haveon recordfor the account.
Customerghat call throughthe call centeare authenticatedy verifying there
account numbeor phone numbetheir nameand providingthe answer to one
securityquestion.

If the requirement in 1.4 is notet,the CSR will then askthe customeran
alternativepre-establishedecurityquestion.

If the customers ableto satsfy the requiremergof 1.5the CSR must requeshaw
answeto thesecurityquestiorthat was aswveredincorrectly fromthe customer. The
CSR can thenontinueto provideservice as requiretd thecustomer.

If the customeris unable tosatisfythe requirementsf 1.5 the CSR will askhe
customer tqorovide either the last numberdialed or the amount and ae of the first
transaction on thaccountlf the customer successiylanswerghis requirement the
CSR can therontinueto provideservice asequired tathe customer.

If the custamer is unable tosatisfythe requirementsf eitherl.4, 1.%r 1.7, the
cudomeris either sentanemail tothe email addreson file, or aphysical mail itemto
the delivery address ofiile which includesa new temporary password@he calleris
only allowedlimited accesdo add money tahe account. Nanformation from the
account care changed oreleased to thealler.

Under ncacircumgancedoes theCSR changéheaccount address or any other
informationontheaccountf the requirements of either 14.50r 1.7 arenot
satisfied.

VIP will generate atemporanyasswordand mali outnotice of thesame tahe
address otthe account.

2. Acceptabl eUseof CPNI
2.1.VIP restrictstsuseof CPNI for the purposes of:

a. Providing customerwith accountsupport information such as rateange
information (rate changgubscripion).




b. Providingcustomerswith offersandpromotional information specifito
their currentVIP service offeringcurrentservice subscription).

c. Providecustomerawith offers andpromotional informatiorspecific to other
VIP serviceofferings (otheservice subscription)

d. Providingcustomerswith offersand promotional informatioapecific
to productsandsevice offeringsof VIP's affiliates(affiliate
promotionalsubscription).

2.2.  VIP currently share€PNI with its affiliate, GlobalReach Communications.

2.3. All existingcustomershavebeen provided with aapt-out oropt-in notificationin
a form andmannerappropriatevith FCC regulationgoverningCPNI (section
64.2001-64.2009)

2.4.  All new customers are provided with an opt-out pt-im notification in a form and
manner appropriate with FCC regulations governifNC(section 64.2001- 64.20D9
2.5. VIP maintainsa completerecordfor a minimumof one year ofll

marketingcampaigngor which CPNIisused.

2.6. VIP maintainsa completeecord for a minimum obneyear ofall disclosuresor
provisions of CPNI tanythird party.

2.7. All useof CPNI, whether internal ogxternal,mustreceive supervisorgeviewand
approval from a/IP Vice Presidentor higher. A recordf such reviewss maintained
for a periodof atleastoneyear.

Customer Subscription Options (Opt-in and Opt-out)

3.1.VIP providesevery customewith the option to opt-out of all email
subscriptionservicesvhenopening anew VIPaccount.

3.2.VIP providesaclick through linkon every emasdentthat allows a customer to eptut
of any subscription.

3.3. Customescan opt-out of angubscription service by logging into their VIRccount
online or by calling theVIP customersavicecenter.

3.4. Customer can opt-ito any subscription serviday logging into their VIP account
online. Customers cannot opt-in by callifgP customersenice.

3.5.VIP maintairsa record of all changés a customer's subscriptions fopariodof at
leastoneyear. Suchrecords includedthe dat and time of the change atite methodof
the changdonlineor throughcustomerseavice).

Employee Training and Disciplinary Procedures

4.1.VIP ensures that almployeeswho haveacces$o CPNI are trained on thocedure
laid outin this policy document

4.2.VIP will issueawrittenwarningto any employe#ho breachstheseprocedures.  an
employeebreachethesepoliciesa secondime,their employmentwith VIP will be
terminated.



5. ActionsintheCaseof aBreach inCPNI Procedures

5.1.Inthe case obreachof these CPNI proceduregIP will firstly actto protect
againstcontinued breach.

5.2.VIP will notify lawenforcementof any breaclas soon aposible but not latethan
severbusinesslays followingthe breach
5.3.Unlessotherwise directely the relevaninvestigatingagency VIP will not notify

customers or any other party of the breanhl seven business days have elapsed
following the notification to lawenforcement.

5.4.Recordof all breaches wilbe maintained by VIP for aninimumof two years.



